BO TAI CHINH
TRUONG PAI HQC
TAI CHINH —- MARKETING

CONG HOA XA HQI CHU NGHIA VIET NAM

Poc lap - Tw do- Hanh phuc

PE CUONG CHI TIET HQC PHAN
1. THONG TIN CHUNG VE HQC PHAN

1.1 Tén hoc phén (tiéng Viét):

An toan thong tin

1.2 Tén hoc phén (Tiéng Anh):

Information Security

1.3 Trinh d9 dao tao: Dai hoc

1.4 Pinh huéng dao tao: Ung dung

1.5 Mi hoc phén: 010648

1.6 SO tin chi: 3 QLT+1TH)

1.7 Thudc khdi kién thirc:

Kién thirc nganh

1.8 Phan bd thoi gian (s6 giv):

- Ly thuyét: 30
- Bai tép, thao ludn: 0

- Thyc hanh: 30
- Tu hoc: 90

1.9 B0 mon/Khoa phu trach hoc
phi‘?m:

B mon Chuyén nganh - Khoa Cong nghé
thong tin

1.10 Piéu kién tham gia hoc phan:

- Diéu kién tién quyét:

Khong

- Hoc phén hoc trudc:

Co so dir liéu, Mang va truyén thong

- Hoc phén song hanh:

Khong

2. MO TA TOM TAT NQI DUNG CUA HQC PHAN

Hoc phén cung cip cho sinh vién nhiing kién thirc va k¥ ning can thiét vé an toan va bao
mat cac hé théng thong tin trong thuc tién theo nhiéu cdp d6: Hé diéu hanh trén may tinh ca
nhan; Mang ndi bd Intranet; Mang Internet; Wifi; co s dit li¢u va phan mém tng dung;
Chir ky s0 trén cac chirng tur giao dich dién tur.

3. MUC TIEU CUA HQC PHAN:

3.1 Muc tiéu chung

Sau khi hoc xong hoc phan nay sinh vién hiéu dugc cac khéi niém co ban v€ an toan
va bdo mat thong tin. Van dung dé bao vé hé di€u hanh trén may tinh c4 nhén



(MS.Windows), bdo mat thong tin khi lam viéc trong Mang ndi b Intranet va mang dién
rong Internet. C6 kha ning t6 chtrc va sir dung hé théng Wifi mét cach an toan va bao
mat thong tin ddi voi hé théng dir liéu va phan mém ung dung. T churc giao dich dién tir
mdt cach an toan va bao mat thong qua chit ky sé trén cc ching tir. Thanh thao céc thao
tdc bao mat trén may tinh, van dung phu hgp cho chuong trinh: linh hoat trong viéc st
dung phan mém c6 sin, ap dung coéng nghé dé cai dit két qua tt nhat.

3.2. Muc tiéu cu thé

Kién thirc

- Hiéu 15 vé An toan va bao mat thong tin thong qua Hé diéu hanh trén may tinh ca
nhan (MS. Windows).

- Nim vilng An toan va bao mat thong tin khi lam viéc trong Mang ndi bg Intranet va
mang dién rong Internet.

- C6 kha ning phan tich van d&, nim viing cac ky ning tb chirc hé théng thong tin trén
may tinh sao cho an toan va bao mat; tiép can kién thirc k§ ning, cong nghé méi lién
quan.

Ky niang

- Co6 khd nang td chirc va st dung hé théng Wi-Fi mdt cach an toan & bao mat thong
tin v bao mat thong tin d6i véi hé théng CSDL & phan mém tng dung.

- T4 chuc giao dich dién tir mot cach an toan & bao mat thong qua Chit ky sé trén cac
ching tur.

- Thanh thao céc thao tac bao mét trén may tinh, van dung phu hgp cho chuong trinh:
linh hoat trong viéc st dung phan mém c6 san, ap dung cong nghé dé cai dat két qua
t6t nhat..

Ning lyc tw chu, tw chiu trach nhiém
- Reén luyén nang luc tu hoc, tu nghién ctru, c6 kha nang lam viéc nhém.
- Y thurc vé viéc phat trién ning luc chuyén moén cia ca nhan.

4. CHUAN PAU RA CUA HQC PHAN:

4.1 Chuan dau ra ciia hoc phan:

Ky hiéu N§i dung
Kién thirc
CLO1 Hiéu 16 vé An toan va bio mat thong tin théng qua Hé diéu
hanh trén may tinh c4 nhan (MS. Windows)
CLO2 Nam virng An toan va bdo mat thong tin khi lam viéc trong

Mang ndi bd Intranet va mang dién rong Internet

C6 kha nang td chtrc va sir dung hé théng Wi-Fi mot cach an
CLO3 | toan & bao mat théng tin va bao mat thong tin d6i v6i hé théng
CSDL & phin mém tng dung




CLOA4 T chuc giao dich dién tir mot cach an toan & bdo mat thong
qua Chir ky s0 trén céc chirng tr

Ky nang

Thanh thao céc thao tac bao mat trén may tinh, van dung phu
CLOS5 | hop cho chuong trinh: linh hoat trong viéc sir dung phan mém
c6 san, ap dung cong nghé dé dit ket qua tot nhat

Thanh thao vé bao méat trén HPH Windows trén mdy tinh ca

il nhan

CLO7 Thanh thao trong viéc td chirc va st dung hé théng Wi-Fi mot
cach an toan va hiéu qua

CLOS Str dung thanh thao cac cong cu co san trong viéc hinh thanh
hé¢ thong an toan thong tin

CLO9 Két hop nhiéu tinh ning bao mat khac nhau, cic phan mém ctia
cac hiang khac d€ hinh thanh mdt hé thong bado mét tot nhét

Ning lwe tw chi, tw chiu trach nhiém

CLO10 | Rén luyén nang luc tu hoc, tu nghién ctru, [am viéc nhém

CLOI11 | Hinh thanh y thirc nghiém tuc trong hoc tap

4.2 Méi quan hé giira chuén dau ra ciia hoc phin (CLOs) véi chuin dau ra ciia chwong
trinh dao tao (PLOs):

Chuén
diu ra

ciia hoc
phﬁn

PLO1 | PLO2 | PLO3 | PLO4 | PLOS | PLOG6 | PLO7 | PLOS8 | PLOY | PLO10
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Tong
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Chu thich: Muc d6 dong gop, hd tro ctia CLOs v&i PLOs duoc xac dinh cu thé nhu sau:

e [ (Introduced) — Hoc phc?n ¢6 hé tro dat duoc PLO va 6 mitc gioi thiéu/bdt dau.

e R (Reinforced) — Hoc phan c6 hé tro dat dige PLO va & mite ndng cao hon mirc bt
dau, co nhiéu co héi dwoc thuc hanh, thi nghiém, thuc té, ...

e M (Mastery) — Hoc phc§n ¢6 hé tro cao dat diroc PLO va & mire thuan thuc/thong hiéu

e A (Assessed) — Hoc phcfn quan trong (hé~ tro téi da viéc dat duoc PLO) can duwoc thu thap

minh chitng dé ddnh gid chudn dau ra cua chuwong trinh dao tao.

5.NQI DUNG VA KE HOACH GIANG DAY:

Hinh thiic t6 chirc day-hoc
GIOLENLOE Phuong | Yéu ciu
Thoi Thye | Nghién | Thye phip | sinh vién
) Noi dung hidaihi ciru hanh giang | chuan bi
glan LY | ¢ep | tinh | tai | Tw | day— | truéckhi
thuyét | o, | huong | PM, | hoc | hoctip | dénlép
va thao | PMP,
ludn DN
Gidi thiéu hoc phan: ké
hoach hoc tép, dé cuong
hoc phan, tai liéu tham Xem trude
khéo, cach danh gia. .. bai giang
< 2 chuong 1
Chuwong 1. CAN BAN N
VE AN TOAN VA BAO | vacacw
A A Thuyét | li€u tham
MAT THONG TIN . .
. . giang, | khao theo
1.1. Mot so khai niém dit van dinh
Tuan | 1.2. S%r Cﬁ}’l thiét ‘ phé‘i . . " 25 | s dfé, phe“lg huéng cua
1-3 dam bdo an toan va tich bai GV
bdo mat thong tin toan va
(ATBM TT) thue
1.3. Co s& phap ly trong hanh Lam cac
an toan & bao mat bai tap do
thong tin GV yéu
1.4. Quy trinh Xay dung cau
hé théng ATBM TT
1.5. Cac mbi de doa
ATBM TT




Hinh thirc t chire day-hoc

GICLEN LOW Phuong | Yéu ciu
Thoi Thyc | Nghién | Thye phap sinhxvién
i N¢i dung hanh clru hanh giagng | chuan bij
Ly tich tinh tai Tw day — | trwéce khi
thuyét hep huéng | PM, | hoc | hoctap | dénlép
va thao | PMP,
luin DN
1.6. Cong cu md hinh
héa mbi de doa
ATBMTT
Cau hoi va thao luan
Bai tdp chuong 1
Chuong 2. AN TOAN Hoan tht
VA BAO MAT THONG bai tap GV
TIN TREN CAC HE giao trong
PIEU HANH MAY budi hoc
TINH CA NHAN trude
2.1. Gi6i thidu tong quan
2.2 Mot sc“'), Vél:l daé ATBM i P
trén Ty t1r‘1h c I‘lhai’l Thuyet | s giang
2.3. ArA1 toan va bdo mat giang, chuong 2
‘ th(ipg qua  group datvan | s cac tai
Tuan policy dé, phan | q:a
4-6 |24 ATBMTT thong qua| > | ° 0 751225 bai 11(1;:0&;;:)
F 1rewa‘11 1 ) toan va dinh
2.5. AI} toap 8f beio fnat thuc hixting el
thong tin cap vat ly hanh GV
Cau hoi va thao luan
Bai tép chuong 2 .45 6ha
bai tép do
GV yéu
chu
Chwong 3. AN TQAN Thuyét | Hoan tht
VA BAO N{AT THONG giang, |baitdp GV
Tuin | TIN TREN MANG dit vin | giao trong
7,8 | MAY TINH > 0 0 > 1571 4, phan | budi hoc
3.1. Gi6i thidu téng quan tichbai | truée
todn va




Hinh thirc td chirc day-hoc

5 LEN LG ‘
GICLENTOb Phuwong | Yéu cau
Thoi Thuc Ngl"ié“ Thyc phap sinhxvién
) Noi dung hanh ciu hanh giang | chuan bi
gran Ly tich tinh tai Tu day — | truéc khi
thuyet hop huong | PM, | hoc | hoctap | dénlép
"~ | vathdo | PMP,
luén DN
3.2. ATBM trén mang noi thue | vom trude
bo va Internet hanh bai pidng
3.3. An toan va bao mat chuong 3
wIEr va chc i
3.4. An toan va bado mat litu tham
dua trén IP k};éo thec
Cau hoi va thao luan dinh
Bai tap chuong 3 huéng cua
GV
Lam cac
bai tap do
GV yéu
céu
Tuin | Chwong 4. CAC GIAI Hoan tét
9,10 | PHAP KY THUAT AN bai tap GV
TOAN VA BAO MAT giao trong
THONG TIN budi hoc
4.1. Giéi thiéu tdng quan HRIIGE
4.2. Hé théng phat hién Thuyét
va ngan chan xam gidng, | Xem truée
nh3p . (Intrusion dat vin | bai gidng
Detection and d3, phén | chwong 4
Prevention Systems 5 0 0 5 15 | o P ORS
A . y ) ) tich bai | va cac tai
4.3. Cong cu do quét va todnva | lidu tham
phan tich (Scanning thuc k};éo theo
and Analysis Tools) héﬁh dinh
4.4. ATBM trén co s¢ dit hu‘c'n.lg e
ligu GV
Cau hoi va thao luan
Bai tap chuong 4 Lam céc
bai tap do




Hinh thitc t6 chitc day-hoc
GIO LEN LOP Phuong | Yéu ciu
Thii N Thuc Ngl}ién Tfn.rc p.lzép sinhxviél}
} Noi dung hanh curu hanh giang chuan bi
gtan Ly tich tinh tai Tw day — | trwdc khi
thuyét hop huéng | PM, | hoc | hoctip | dénlép
" | vathdo | PMP,
ludn DN
GV yéu
cau
Chuwong 5. AN TOAN Hoan tht
VA BAO MAT THONG bai tap GV
TIN THONG QUA giao trong
CHU KY SO budi hoc
5.1. Gioi thiéu téng quan truge
5.2. Co s& vé mat ma hoc
(Cryptography) Xem truce
5.3. A:FBM TT trén tai ’ b gifing
ll?u . (e—dogument) Thuyét chuong 5
giao dich qua internet giang, | us cac tai
. 54. ATBM , TTA tfong df‘t Véf‘ liéu tham
Tuan thanh toan dién tir: e- . 5 0 5 5 de, phan | 1140 theo
11,12 payment tich bai dinh
5.5.Chir kAy sO va chung toan va e it
thuc so thuc GV
Cau hoi va thio luin hanh
Bai tdp chuong 5 Lk che
bai tap do
GV yéu
céu
On tap
chuén bi
kiém tra
Tong cong 30 0 0 30 | 90
6. HQC LIEU:

6.1 Tai li€u chinh:

[1]. Michael E. Whitman, Herbert J. Mattord (2021), Principles of Information
Security, Cengage Learning

[2]. Truong Thanh Coéng (2023), Slides bai gidang An toan thong tin, Khoa Cong




8

nghé thong tin, truong Pai hoc Tai chinh — Marketing.

6.2 Tai liéu tham khao:

[1]. William Stallings, Lawrie Brown (2017), Computer Security: Principles and
Practice 4th Edition, Pearson
[2]. David Kim, Michael G. Solomon. (2021), Fundamentals of Information Systems

Security 4th Edition, Jones & Bartlett Learning

7. PHUONG PHAP PANH GIA KET QUA HQC TAP HQC PHAN

7.1 Panh gia qua trinh: trong 50 50% trong diém hoc phan

CAU
PHUONG ‘ . TRUC
TT PHAP MO TA CAg fl\?; (};)&QC DPIEM
DANH GIA THANH
PHAN
Chuyén cén, | _, o N
h h
1 | dng popvie | sgid b chuyen CARVEUCUONE | oy o Er1i0)] 20%
‘. tham gia qua trinh hoc tap
bai hoc
2 Bai tap ca thu ki%n thl:l'.C va k~gn€m van .dunp CLOT,LLOS, 15%
nhan 1 en fue va ky nang van s\ croo9, cLolo, °
kién thirc d6 vao bai tdp Ung voi
g 9 CLO 11
tung budi hoc
M&i nhom duge chon mot dé tai/mot CLOI — CLO4
2 | Bai tAp nhém | phan noi dung dé tim hiéu trudc sau 15%
d6 bio céo voi gidng vién cLe1G, CLO 11
Dénh gia muc do tiép thu va tong
Bai Kidm h?p lf)glc mot kh‘01 kl?n t}'urc lam co
3 g ks so van dung vao ky nang hoach CLO1 - CLO9 50%
giura Ky dinh, thiét 1ap v& an toan va bao mat
theo tinh hudng thuc tién
TONG 100%
7.2 Panh gia két thiic hoc phin: trong s6 50% trong diém hoc phén
. ‘ , . CAU TRUC
PHAN
Do dn hoc ph(“;n: —h El)(anh ii,é Tz d% fi(?p
. . R . thu kién thuc trong do an CLO1 = CLO4
Tlfn Eneu~ mot (hf)ac HP va van dung trong cac 20%
mot s0) ky thudt véan | o one tiép theo cua dd
toan va bao mét| s pp




Théng tin & hudng
dan don gian vé cach
tmg dung thuc té
thong qua mot (hodc
mot sé) minh hoa. D&
tai dugc dang ky hodc
dugc Giang vién
[GV] giao vao dau

- Daéanh gid Ky ning tu
duy logic trong hoach
dinh, thiét lap va trién
khai va duy tri van hanh
theo tinh hubng an toan
va bao mat hé théng
thong tin trong thuc tién
cta Db an HP

CLOS5 - CLO9

60%

hoc ky, ndp theo quy
dinh. Thuc hién theo
ca nhan.

- Panh gia vé mic tu
chu tu chiu trach nhiém:

twong tac cua sinh vién; | CLO10, CLOI11 20%
Kha nang tu hoc, tu

nghién ctru

100%

Tong

8. QUY PINH CUA HQC PHAN
8.1 Quy dinh vé tham dw 16p hoc
Tham gia 16p hoc nghiém tic, tudn thu cac quy dinh chung cta nha truong.
8.2 Quy dinh v& hanh vi 16p hoc
- Nghiém tic thyc hién cac bai tap, bai kiém tra trong mdi budi hoc.
- Chuén bj bai truéc khi dén 16p theo yéu ciu cta giang vién
- Sinh vién khong lam viéc riéng trong thoi gian 1én 16p, chi str dung céac thiét bi phuc
vu cho ndi dung hoc tap va hoat dong turong rng trong tirng budi hoc
8.3 Quy dinh vé hoc vu
- Sinh vién vang vao cac budi co 1am bai danh gia c4 nhan, nhom sé& bi 0 diém dbi véi
bai danh gia do.
- Thanh vién nhom thuyét trinh khong duoc véng, néu ving s& khong dugc lam bai
kiém tra thay thé.
- Céac bai tdp nhom, c4 nhan phai tuan thi theo mau va thoi han ndp theo quy dinh cua
giang vién.
9. HOLISTIC RUBRIC

Rubic 1: Danh gia chuyén cin, thai dj

Mikc chat lwong
Tiéu chi fey Rit bt Tét Dat Khong dat
. 10 - 8.5 8.4-7.0 6.9 -5.0 4.9 -0.0
- Tham du
Muc do tham 50% Tham du >90% | Tham du 80 - | Tham du 70 - <70%
du theo TKB ° | budi hoc 90% budi hoc | 80% budi hoc budi ;oc
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Miic chit lwong
Tiéu chi Ey Rit tbt Tét Pat Khéng dat
' 10-8.5 8.4-7.0 6.9-5.0 4.9-0.0
Mirc d6 tham NIt il 50| oy oo o | C6 SRt o | 20NE tham
Ny 8 2.y Lo.x . | CO dat/tra 1o |, 2 .| gla thao
gia cac hoat | 50% | doi, phat biéu, tra . it nhat 1 cau | ., y e
n . . .x . ... |>2cauhoi L. luan, tra 1o1,
dong hoc tap 101 nhiéu cau hoéi hoi , ,
dong gop
Rubric 2: Panh gia bai tap ca nhan
Mirc chit lwgng
Tiéu — R o R A A
chi Ty 1€ RAat tot Tot Dat Khong dat
10 - 8.5 8.4-7.0 6.9 - 5.0 4.9-0.0
- Giai quyét - Giai quyét - Giai quyét - Giai quyét
diang 100% yéu | dung 70%- dang 50% - ding <50% yéu
cAucuabaitdp |80%yéucdu |70% yéucdu | cu baitap
Bai tap | 100% | - Ngp bai ding | 031 P bai tap - Nop bai qué
thoi gian quy - Nop bai dung | - Nop bai qua | thoi gian quy
dinh thoi gian quy | thoi gian quy dinh
dinh dinh
Rubric 3: Panh gia bai tip nhom
Mikc chit lwgng
Tiéuchi | Ty1é Rit tot Tét Dat Khéng dat
10 - 8.5 84-7.0 6.9 -5.0 4.9 - 0.0
; 5| <40% sé
: . | To 40% dén
A 2 X , - 0 a A ) \
TﬁéiCh”Chva Tir 80% dén g(‘)ﬂy 6806411132“ 60% sb lugng | luong thanh
phor- ~ hoP 100% thanh vién | & ° °° ""O08 | thanh vién trr | vién tham
tham gia thuc . thanh vién | . . )
o\ o, 77| 10% | tham gia thuc . lén tham gia gia
HIGH Cg. G40 hién nhigm vy | AW 818 tUC o hign
thanh  vién e hién nhiém vu | . o thuc  hién
trong nhom nhom hé | nhiém  vu
ot nhém
Dep, 1 rang céc Déy ducacbd | Cac bd cuc | So sai,
bd cuc (md dau, | cuc (mo diu, | (m& dau, noi | khong day
ndi dung chinh, | ndi dung dung chinh, | d0 cac bod
Hinh thire bai | 15% két luan), khéng chinh, két két luan) chua cuc (m&
bio céo két 16i chinh ta ludn) rd rang, |16, font chi | dau, noi
qué 1am viéc font chﬁ dl:lflg dl.'mg ‘ qu:){ dlAmg ch{nh,
shéi quy dinh, con | dinh, con 10i | két  luén),
16i chinh td. | chinh ta. font  chit
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Mikc chit lrgng
Tiéuchi | Ty 18 Rat tt To6t Pat Khong dat
10 - 8.5 84-7.0 6.9 - 5.0 4.9 - 0.0
khong ddong
bd, nhiéu 16
chinh ta.
o o i " -
Dap tmg 100% Dap u’ngA 70? Dap u’ngA 50% | DBap u’ngA
- A A a1+ | -80% yé€ucau |-70% yéu <50% yéu
Noi dung 50% | yéu cau cua bai s an 2 & 3 A s 3
A , cua bai tap cau cua bai cau cua bai
tap nhom ; " 5 " .
nhom tdp nhom tap nhom
, Tra 161 dung tiy | Lra l0idang | Traloiding | s 147 dang
va tra 1oi cdu | 25% Soau | duoi85%sb | dugi70% s | 4wl S0%
hoi 3 ) chu hoi duge | cau hoi duge | SO cAu hoi
hoi duoc dat ra. it ra. dit ra. duoc datra

Rubric 4: Panh gia kiém tra giira ky

Mikc chét lwgng
Tiéu . £, A £ A
chi Ty 1€ Rét tot Tot Dat Khong dat
10 - 8.5 84-7.0 6.9 -5.0 4.9 - 0.0
- Giai quyét - Giai quyét - Giai quyét - Giai quyét
dang 100% yéu | ding 70%- dang 50% - ding <50% yéu
cductabaitip |80%yéucau |70% yéuciu | cdu bai tap
Bai tap | 100% | - Nop bai ding | 021 18P bai tap ~ Nop bai quéa
thoi gian quy - Nop bai ding | - Nop bai quéa | thoi gian quy
dinh thoi gian quy | thoi gian quy | dinh
dinh dinh
Rubric 5: Panh gia cubi ky
Mikc chit hrong
Tiéu chi Tg Rét tht Tt Dat Khéong dat
. 10 - 8.5 84-7.0 6.9 -5.0 4.9 -0.0
Panh gia ky Giai quyét Giai quyét Giai quyét - Giai quyét
ning thiét ké bd | 10% | dang 85% - | ding 70% - | dang 50% - dung <50%
cuc bao cao 100% yéu cau | 84% yéu cu | 70% yéu cdu | yéu cau
, ., , Giai quyét Giai quyét Giai quyét - Giai quyét
banh kh
naalf t rgn‘; béa 10% | dting 85% - | dang 70% - | dang 50% - | dting <50%
5 Y 100% yéu ciu | 84% yéu cdu | 70% yéu cau | yéu cau
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bai cao duang
chuan cong viéc

Dinh gis  k§
ning trich dan va

Giai quyét

Giai quyét

Giai quyét

- Giai quyét

: . v.1.n | 10% | dGng 85% - dung 70% - diang 50% - dung <50%
trinh bay tai lieu 100% yéu cau | 84% yéu cau | 70% yéu cau | yéu ciu
tham khao
Dénh gid muc d
tiép thu kién
thirc; Ky nang tu
duy logic trong
hoach dinh, thiét
lap va trién khai Giai quyét Giai quyét Giai quyét Giai quyét
va duy tri van | 70% | dung 85% - dang 70% - dang 50% - dung <50%
hanh theo tinh 100% yéu ciu | 84% yéu cau | 70% yéu cau | yéu cau

hudng an toan va
bdo mat hé théng
thong tin trong
thuc tién cla P
an HP

Thanh phé Hé Chi Minh, ngay 30 thang 8 ndm 2023

TUQ. Higu truémg L~

Trudng khoa

Truwﬂ

PGS.TS Phan Thi Haing Nga TS. Trwong Thanh Céng

/' 7-Bo méon

TS. Truwong Thanh Cong



